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FIG. 2 
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Mutual authentication is performed by 
mutual authentication sections 107,108 
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|Time-vorying key VK is generated by time-varying key generation sections 109,110 [ 
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Decryption limitation S1 is encrypted by encryption section 113, and 
encrypted decryption limitation S2 is transferred 
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[Encrypted decryption limitation S2 is decrypted by decryption section 114 I 

| Decryption limitation S1 is updated by decryption limitation updating section 112| 
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I Decryption limitation S4 is encrypted by encryption section 116 I 
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Encrypted decryption limitation S3 is decrypted by decryption section 115, 
and decryption limitation S4 is stored 



Contents key CK is generated by contents key generation section 117 from 
decryption limitation S4 
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[Contents CT are encrypted by encryption section 119 using c ontents key CK | 
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Contents key CK is generated by contents key generation section 118 from 
decryption limitation S4 
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I Contents CT are decrypted by decryption section 120 using contents key CK 



( End ) 
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